Proceedings of International Scientific Conference “Defense Technologies”,
Faculty of Artillery, Air Defense and Communication and Information Systems

IMPLEMENTATION OF CREDENTIAL HARVESTER
ATTACK METHOD IN THE COMPUTER NETWORK
AND SYSTEMS

Petar Kr. Boyanovl, Zhaneta N. Savova?

! Konstantin Preslavsky University of Shumen, Faculty of Technical Sciences, Department “Communica-
tion and Computer Technologies ”, peshoaikido@gmail.com
2 National Military University "Vasil Levski", Faculty of Artillery, Air Defense and Communications and
Information Systems, Department ,, Communication Networks and Systems”, zh.savova@mail.bg

Abstract: In this paper some sophisticated implementation of credential harvester attack method in the computer
network and systems is made.

Keywords: Credential Harvester, Cybersecurity, Footprinting, Government agencies, Information Security, Mod-
ern cyber-attacks, Social engineering, Vulnerability, Threat

Introduction

The cyberattacks cause the greatest damage to businesses, companies, organizations and individuals
through unauthorized intrusion into the resources of computer and network systems [1], [2] regardless of
the firewalls built in, IDS intrusion detection systems, anti-theft systems IPS penetrations, virtual local
area networks, and virtual public networks. The types of social engineering attacks are Human and com-
puter based attacks. Characteristic of human-based attacks is that the malicious perpetrator can be pre-
sented as a legitimate end user [12], a very important user, or as a technical support person [13]. In all
three types, the masked abuser aims to gain access to confidential information about the company, com-
pany or organization [6], [7], [8], [9], [10]. It should be noted that this type of attack also includes tech-
niques in which cybercriminals monitor and observe everything behind their victim. In this way, a cy-
bercriminal can obtain the desired information only by gently spying and looking behind the back or
shoulder of an organization employee. It is even more dangerous when it is behind the back of the sys-
tem administrator who is responsible for all information security of the organization. The malicious per-
petrator may also use Special Intelligence Means (CPCs) [15] for real-time audio and video calls. An-
other way a cybercriminal can get information about his victim is to search through trash cans to find
letters, important documents, sketches, written passwords and usernames, projects, plans, and more.
[12], [13], [14]. Disguising and presenting a cybercriminal as a legitimate representative of a large or-
ganization can also help him get information about his chosen victims, with the ultimate goal being, in
most cases, financial fraud and demanding bribes in large sums of money [1], [2], [3 ], [5], [6, [7], [8].

Computer-based attacks are characterized by the fact that various malicious programs and software
applications are used [9], [10] such as infected letters sent via e-mail, use of computer viruses, Trojans,
etc. The types of computer-based attacks are [1], [2], [11], [14], [15], [16], [17], [18]:

* Send false emails [1].

* Pop-ups. These attacks use pop-ups that alert the average user to disconnect from the computer net-
work [5] and need to re-enter their username and password [7]. The most commonly used email is a hy-
perlink that redirects to a fake web page requesting the introduction of personal information or down-
loading a malicious program such as a Trojan horse or spyware that keeps track of every key on the key-
board.

» Mobile-based cyberattacks. They are divided into:

ISSN 2367-7902 427



Proceedings of International Scientific Conference “Defense Technologies”,
Faculty of Artillery, Air Defense and Communication and Information Systems

 Publishing malicious applications. In these attacks, cybercriminals create malicious applications
with attractive configurations similar to real trusted applications in a large online application store. Then,
unwary ordinary users download these applications and are then infected by malware that sends all their
personal information to the cybercriminal computer machine [1], [2], [6].

« Send fake short messages on mobile phones.

2. Phases and victims of social engineering

Social engineering is one of the most powerful and almost always successfully completed by cyber-
criminals. They are characterized by the following features:

* In most cases, people are most susceptible to different assumptions and influences and thus the cy-
bercriminal can take advantage of this fact and get the information he or she wants.

* In computer practice, it is almost impossible to detect or detect attempts at social engineering.

* The fact is that no effective or almost no methods and means have been found so far to provide full
protection from social engineering.

* In practice, there are neither hardware nor software protections against social engineering cyberat-
tacks.

The phases that one must go through in order for an effective and successful social engineering
cyberattack are:

* Finding a way to visit the victim organization. It is also possible to go to the trash can of the organi-
zation in order to search for and retrieve recorded passwords and employee usernames.

» Identify disgruntled or offended employees of the victim organization.

* Associate with certain employees of the organization to obtain more confidential information such
as financial statements and bank accounts, telephone numbers, e-mails, social network profiles, future
plans and projects of the organization, current and future products and services, etc. [1], [3].

The major victims of social engineering cyberattacks are:

* System administrators.

 Automated Information Systems and Networks Security Officers.

* Development and Operation Officers.

» Users as call center staff, receptionists, host organization.

* Technical managers for information problems in an organization or company.

» Ordinary users or customers of the company, company and organization.

* Representatives of large and small companies for software and hardware products and services.

3. Experiment

The experiment on a Local Area Network of 13 hosts in a computer lab at the Faculty of Technical
Sciences at Konstantin Preslavsky University of Shumen is made. Similar lab is proposed in [4]. The
operating system installed on the computer victim is Windows 10 Pro x64, version 1709, OS Build:
16299.371. The operating system installed on the attacking computer is Kali Linux 4.12.0-kali-amd64
#1 SMP Debian x86-64 GNU/Linux.

The purpose of the science experiment is to create a cloned site for stealing your username and
password. The SET machine toolkit for this purpose will be used. This suite of tools was developed by
TrustedSec in order to test the computer and network security of a particular host. This is shown on Fig.
1.
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root@pesho: ~
File Edit View Search Terminal Help

eae e PenTesters

+r ndate sing t

V httbé://C;lithUb-COm/;CrGSfedsec/ptf + :

Your version:
Current version: 8.0.1

Please update SET to the latest before submitting any git issues.

Select from the menu:

1) Social-Engineering Attacks

2) Penetration Testing (Fast-Track)
3) Third Party Modules

4) Update the Social-Engineer Toolkit
5) Update SET configuration

6) Help, Credits, and About

Exit the Social-Engineer Toolkit

IfiQUre 1. Initial screen of the toolbox SET

After the initialization of the toolbox the main menu is being visualized. Then menu number 1 with
name “Social-Engineering Attacks” is selected. A new menu appears with possible attack vectors. It
consists of 11 different attack vectors, which on Fig. 2 are shown.

File Edit View Search Terminal Help

Your ve
Current

Please update SET to the latest before submitting any git issues.

Select from the menu:

1) Spear-Phishing Attack Vectors
2) Website Attack Vectors

3) Infectious Media Generator

4) Create a Payload and Listener
5) Mass Mailer Attack

6) Arduino-Based Attack Vector

7) Wireless Access Point Attack Vector
8) QRCode Generator Attack Vector
9) Powershell Attack Vectors

10) SMS Spoofing Attack Vector

11) Third Party Modules

Return back to the main menu.

Figure 2. The attacking"vlectos

Menu ,,Website Attack Vectors” consists of the following attacking methods:
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1) Java Applet Attack Method;

2) Metasploit Browser Exploit Method;
3) Credential Harvester Attack Method;
4) Tabnabbing Attack Method;

5) Web Jacking Attack Method;

6) Multi-Attack Web Method,

7) Full Screen Attack Method;

8) HTA Attack Method.

The most appropriate attacking method is Credential Harvester Attack Method. It will utilize web
cloning of a web site that has a username and password field and harvest all the information posted to
the website. The next menu displays three options (shown on Fig. 3).

root@pesho: ~

File Edit View Search Terminal Help
99) Return to Main Menu

>3

The first method will allow SET to import a list of pre-defined web
applications that it can utilize within the attack.

The second method will completely clone a website of your choosing
and allow you to utilize the attack vectors within the completely
same web application you were attempting to clone.

The third method allows you to import your own website, note that you
should only have an index.html when using the import website
functionality.

1) Web Templates
2) Site Cloner
3) Custom Import

99) Return to Webattack Menu

- >2
Credential harvester will allow you to utilize the clone capabilities within SET
] to harvest credentials or parameters from a website as well as place them into a repo

] This option is used for what IP the server will POST to.
If you're using an external IP, use your external IP for this
> IP address for the POST back in Harvester/Tabnabbing [192.168.1.124]:192.1

;68..1.124I |

Figure 3. The menu of Credential Harvester Attack

After selecting “Site Cloner” the program asks for the IP address that the cloned site will contact
when it is opened on the victim's computer. The IPv4 address of the attacking machine is 192.168.1.124.
If this attack is carried out over the Internet, the public IP address is entered. When using a public net-
work and a router, the port to be used for the connection will need to be routed from the router to the
attacker's private address.

The last parameter that must be entered is a web page that will clone. The URL of the cloned web site
will be - https://twitter.com/login. This is shown on Fig. 4.
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root@pesho: ~

File Edit View Search Terminal Help
99) Return to Main Menu

>3

The first method will allow SET to import a list of pre-defined web
applications that it can utilize within the attack.

The second method will completely clone a website of your choosing
and allow you to utilize the attack vectors within the completely
same web application you were attempting to clone.

The third method allows you to import your own website, note that you
should only have an index.html when using the import website

functionality.

1) Web Templates
2) Site Cloner
3) Custom Import

99) Return to Webattack Menu

- >2
Credential harvester will allow you to utilize the clone capabilities within SET
to harvest credentials or parameters from a website as well as place them into a repo

This option is used for what IP the server will POST to.
If you're using an external IP, use your external IP for this
> IP address for the POST back in Harvester/Tabnabbing [192.168.1.124]:192.1

68.1.124] ]

Figure 4. Credential harvester parameters

After that the Credential harvester vector is running on port 80 and clones the web site

https://twitter.com/login. When everything is configured, then the victim computer is expected to enter
their data on the cloned website and this is shown on Fig. 5.

root@pesho: ~ @ @0
| File Edit View Search Terminal Help

,[*] Cloning the website: https://twitter.com/login
[*] This could take a little bit...

jispl s it arriy

Fiure 5. The cigure parametrs of the r

edential harvester vector attack

e

When the victim’s computer enters its information, then it will appear on the screen in plain text for-
mat. After that the victim will be redirected to the official Twitter web page. The victim

Fig. 6 illustrates the loading the Twitter cloned web site with IPv4 address of the attacking machine.
Fig. 7 shows the process of entering the username and password of the victim with working operating
system Windows 10 Pro x64. The victim’s web browser Google Chrome version 77.0.3865.90 is used.
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W Login on Twitter x

<« C | ® Not secufe | 192,168.1.124

By using Twitter's services you agree to our Cookies Use. We and our partners operate globally and use cookies, including for analytics, personalisation, and ads.

, Home About Language: English ~

Log in to Twitter

Password

@ ¥/ Remember me - Forgot password?

New to Twitter? Sign up now »

Already using Twitter via text message? Activate your account »

Figure 6. The Loading the Twitter cloned web site

W Login on Twitter X e =

& (l @ Secure | https://twitter.com/login I

By using Twitter's services you agree to our Cookies Use. We and our partners operate globally and use cookies, including for analytics, personalisation, and ads.

W Home About Lanquage: English ~

Log in to Twitter
proba123@abv.bg

Already using Twitter via text message? Activate your account

Figure 7. Entering the username and password of the victim

The possible found username or email is “probal23@abv.bg” and possible found password is “pa-
rolal23”. The fetched information is saved as a report file. The content of the generated report file is
shown on Fig. 8.

NOTE: All of the scientific experiments and studies in this paper were conducted in a specialized
computer lab at the Faculty of Technical Sciences at the Konstantin Preslavsky University of Shumen,
consisting of several hosts. Everything illustrated and explained in this paper is for research purposes
and the authors are not responsible for any misuse.
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b root@pesho: ~/.set/reports

W File Edit View Search Terminal Help

engineering to be the greatest risk to security.<br=<br=

track of how many individuals visited a site and those who actua

Figure 8. The content of the generated report

Conclusion

Automated Information Systems and Networks Security Officers and the Security Administrator must
take and take the following security actions, such as:

» Mandatory periodic change of employee passwords.

* Blocking an employee's user account if more than three or more unsuccessful attempts have been
made. The blocking time can be set for 1 day.

* Use of special machines for destroying Schroeder documents. This way, the cybercriminal will not
be able to find any stored sheets of paper in the organization's trash cans.

* Mandatory employee identification through unique ID cards, fingerprints, special uniforms, hand
bracelets, eye retina scanners, and more.

* When there is an open day at the organization, there is a need for special staff to monitor all guests
what they are doing and where they are going.

» Compulsory undergraduate special training courses for employees and signing special documents to
ensure that they understand and comply with information security policies. In case the employee does
not comply with the regulated internal rules, he is liable to criminal liability according to the Criminal
Code and the Criminal Procedure Code of the Republic of Bulgaria.
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